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Internet Access and Confidentiality Agreement

As a healthcare professional with Internet access to the medical images and reports from Northeastern Pennsylvania
Imaging Center, you have access to what this agreement refers to as "PHI" (Protected Healthcare Information). The
purpose of this agreement is to help you understand your duties regarding Internet access to this PHI.

PHI includes; demographic information, medical images, summary images, Radiologist voice clips, and Radiologist-
approved reports. You will access this information through your computer or office network. PHI is valuable, sensitive, and
is protected by law and by strict HIPAA guidelines. These laws and guidelines assure PHI remains confidential and
necessary only for providing authorized patient care.

As a healthcare professional, you are required to conduct yourself in strict conformance to all applicable laws and HIPAA
guidelines governing PHI. Your principal obligations are explained below. You are required to read and complete this
agreement, and then submit it to Northeastern Pennsylvania Imaging Center in order to gain access. Once access is
established, you are required to abide by these duties. Violation of these duties may result in termination of access and
legal liability.

Accordingly, and in consideration of your access to this PHI through the Internet, you fully understand that:

1. Your access to the PHI from Northeastern Pennsylvania Imaging Center is only as needed to perform your legitimate
duties as a healthcare professional.

2. A unique and confidential login and password is arranged by Northeastern Pennsylvania Imaging Center to grant initial
access through the Internet. You are able to change your password at any time.

3. You agree to safeguard your unique and confidential login and password and accept responsibility for all activities
undertaken.

4. You cannot share, lease, or sell your login and password to any other person, entity, or organization.
5. You have no right or ownership interest in any PHI referred to in this Internet Access and Confidentiality Agreement.
6. Northeastern Pennsylvania Imaging Center reserves the right to monitor the activity of all healthcare professionals

granted access to the PHI explained herein. Northeastern Pennsylvania Imaging Center may at any time revoke your
access if a violation of this Internet Access and Confidentiality Agreement occurs.

Healthcare Professional Signature Date

Printed Name Contact Phone Number

Please fax or mail this Internet Access and Confidentiality Agreement to Northeastern Pennsylvania Imaging Center. Once
received, you will be contacted by the PACS Administrator to establish a unique and confidential login and password.



